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INSTRUCTIONS: Answer ANY Three Questions 

 

Question One (20 Marks) 

a) While assessing the feasibility of introducing new IT practices and standards into the IT 
governance framework, it is critical to understand an organization's enterprise 
architecture.  

i. Explain your understanding of the term Enterprise Architecture  (2 Marks) 
ii.  Perspectives and beliefs held by enterprise architecture practitioners and scholars, 

with regards to the meaning of the enterprise architecture, typically gravitate 
towards one or a hybrid of three schools of thought.  Describe these schools of 
thought        (6 Marks) 

iii.  With at least four justifications, which school of thought described in (ii) above 
do you subscribe to        (4 Marks) 

b) Various standards are used in IT Governance. One such standard is the ISO 38500 which 

is an international standard that provides guidelines for the governance of the information 

technology that guide organizations on the effective, efficient and acceptable use of 

information technology 

i. Describe the six principles of ISO 38500    (6 Marks) 
ii.  Explain any two disadvantages of the ISO 38500   (2 Marks) 
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Question Two (20 Marks) 

a) Information technology (IT) governance is a subset discipline of corporate governance, 

focused on information technology (IT) and its performance and risk management. The 

interest in IT governance is due to the ongoing need within organizations to focus value 

creation efforts on an organization's strategic objectives and to better manage the 

performance of those responsible for creating this value in the best interest of all 

stakeholders. The discipline has evolved from various pre-existing disciplines. Using 

appropriate illustrations discuss each of the following foundational disciplines of IT 

governance; 

i. Scientific Management        (5 Marks) 

ii.  Total Quality Management      (5 Marks) 

iii.  Quality Management System      (5 Marks) 

b) The evolution of COBIT into an acceptable international standard for IT Governance has 

seen the development of its different versions. Compare and contrast COBIT 1.0, 2.0 and 

3.0          (5 Marks) 

 

Question Three (20 Marks) 

a) Meru University of Science and Technology (MUST) is in the process of developing 

software to be used by the University to enhance its operations. Having been hired as the 

systems analyst, you have proposed the use of maturity models in order to realize this 

task.  

i. Explain the meaning of the word maturity in this context  (2 Marks) 

ii.  Distinguish between Capability Maturity Model Integrated (CMMI) and 

Capability Maturity Model (CMM)     (4 Marks) 

iii.  Using the Examination Processing System as a case study 

i. Outline all the maturity levels in the CMMI   (4 Marks) 

ii.   Using the levels identified above, demonstrate how the model could be 

applied in the Examinations Processing system of MUST. Clearly, 

indicate the focus and the key processes at each level (10 Marks) 
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Question Four (20 Marks) 

While the modern world is gearing towards an environment of several emerging technologies, 
including Cloud Computing, Social Media, Big Data and Mobility, information and IT is easily 
the new currency. Technology ensues massive volumes of information chunks to be easily 
supported and managed. This raises the success rate of businesses, but at the same time raises 
other challenging and complex management and governance concerns for the security 
professionals, enterprise leaders, and governance specialists. New businesses demand that risk 
scenarios are better met with the power of information.  

a) Explain some of the information security challenges organizations are likely to face with 
the increased IT emergence       (5 Marks) 

b) COBIT is the touted as a potential solution the modern businesses are asking for. Discuss 
the COBIT 5.0 framework outlining its pros and cons   (10 Marks) 

c) Compare and contrast COBIT 5.0 and ITIL with regard to their ability to deal with risk 
scenarios in businesses       (5 Marks) 

Question Five (20 Marks) 

Consider the following Business technology Standard operating model to answer the questions 
that follow; 
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i. Explain each of the components of the model and their place in IT strategy and 
governance        (8 Marks) 

ii.  As a CIO of an organization, analyze how the above model can be used in 
Managing risk, compliance, quality and security in the organization (Use an 
appropriate example)       (6 Marks) 

iii.  Expound the role of the General Data Protection Regulation (GDPR)  in an 
organization and how it fits in to this model    (6 Marks) 


