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INSTRUCTIONS: Attempt any Three questions. 
 
QUESTION ONE (20 MARKS)  

The Internet can be considered to be a computer network that interconnects billions of 

computing devices throughout the world. These computing devices range from traditional 

desktop PCs, Linux workstations, and so-called servers that store and transmit information 

such as Web pages and e-mail Messages; to the increasingly, however, nontraditional Internet 

“things” such as laptops, smartphones, tablets, TVs, gaming consoles, thermostats, home 

security systems, home appliances, watches, eye glasses, cars, traffic control systems and 

more are being connected to the Internet. This creates a complex eco-system of various digital 

devices. This calls for various layers of different players, standards and devices. In this view, 

discuss each of the following in view of the Internet being the super-computing networking in 

existence 

i. Network Edge         (4 Marks) 

ii.  Protocols         (3 Marks) 

iii.  Network Core         (4 Marks) 

iv. Access Networks        (3 Marks) 

v. Communication media       (3 Marks) 

vi. Delay, Loss, and Throughput in switching     (3 Marks) 
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QUESTION TWO (20 MARKS)  

Consider the network shown in Figure 1 to answer the questions that 
follow;

 

Figure 1: IP Addressing 

a) Assign IP address ranges to the subnets containing hosts A and B, and assign IP 

addresses in these ranges to hosts A and B. (You don’t have to assign IP addresses to 

any hosts except A and B, but you do need to specify the address range being used by 

each subnet). Your subnet addressings should use the smallest amount of address 

space possible.         (5 Marks) 

 

b) Considering the answer in a), what IP address range can the router advertise to the 

outside for all of the hosts reachable in these two subnets   (4 Marks) 

 

c) In your opinion, does the router interface with link-layer address 20:FF:3A:BC:01:4E 

have an IP address? If so, describe the role of the IP address of the router’s IP 

interface in forwarding datagrams through the router.     

          (4 Marks) 

d) Consider an IP datagram being sent from A to B using Ethernet as the link layer 

protocol in all links in the figure above. What are the: 

i. Ethernet source and destination addresses     (2 Marks) 

ii.  IP source and destination addresses of the IP datagram encapsulated within the 

Ethernet frame at points (1), (2), and (3) in the above example for a datagram 

going from A to B.        (5 Marks) 
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QUESTION THREE (20 MARKS)  

 

Figure 2: Wireless Communication 

Consider the example above (Figure 2) in which two wireless hosts, A and B want to 
exchange 802.11 frames with each other. A frame sent from A will be received by the base 
station (assuming a transmission from B does not interfere with the transmission at the base 
station); after receiving the frame from A, the base station will send the frame to B. 

a) Suppose that A (similarly B) will send an RTS messages to the base station when it 
wants to transmit; the base station responds with a CTS that is received by A and B. 
Explain the importance of the RTS and CTS messages   (4 Marks) 

b) With reference to collision detection and control with data frames from A and B, 
briefly discuss the role of RTS and CTS messages; and justify whether the messages 
can ensure that the messages will never collide    (4 Marks) 
 

c) Suppose that the frames that A is sending to B contain TCP segments (i.e., that there 
is an A-to-B TCP session) and suppose that the wireless links are all noisy, so that 
packet loss occurs due to bit errors. Discuss the reasons why TCP would not be a good 
protocol to be using in this scenario      (6 Marks) 
 

d) Considering that the wireless channel between A and the base station (similarly B and 
the base station) can support a transmission rate of 54 Mbps. Compute the 
approximate A-to-B TCP throughput achieved in the scenario above. Assume that 
TCP segments are large, so that frame/datagram/segment field overhead is relatively 
small.           (4 Marks)  
 

e) Describe two purposes (uses) of the beacon frame in 802.11 in wireless 
communication        (2 Marks) 
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QUESTION FOUR (20 MARKS)  

a) Discuss three examples of resource-multiplexing in computer networks. In each case 

state the layer of the network stack where this takes place, which resource is 

multiplexed and the multiplexing mechanism   (2 marks each) 

b)  A relative has contacted you for help; they believe the Internet is broken. The fault 

turns out to be that a piece of network-protection software had installed a specific IP 

address entry for an (alternative) default DNS server.  

a. Briefly outline what should have provided the correct DNS entry (2 marks) 

b. By concentrating on how DNS is intended to work, describe why network 

applications may not work correctly as intended   (4 Marks) 

c. Outline how would you diagnose this problem    (4 Marks) 

d. DNS substitution may be a source of malicious attacks 

i. Outline how spyware might use an (alternative) DNS entry  (2 marks) 

ii.   Describe a network-centric method for overcoming such attacks  

         

        (2 Marks) 

QUESTION FIVE (20 MARKS)  

You have contracted Elimu Bank to design and describe an application-level protocol to be 

used between an automatic teller machine and the bank’s centralized computer. Your protocol 

should be able to: 

i. Allow a user’s card and password to be verified 

ii.  The account balance (which is maintained at the centralized computer) to be queried  

iii.  An account withdrawal to be made (that is, money disbursed to the user). 

Besides the above listed, your protocol entities should be able to handle the all-too-common 

case in which there is not enough money in the account to cover the withdrawal. 

You are required to: 

a)  Specify your protocol by listing the messages exchanged and the action taken by the 

automatic teller machine or the bank’s centralized computer on transmission and 

receipt of messages.         (10 Marks) 

b) Sketch the operation of your protocol for the case of a simple withdrawal with no 

errors, using a protocol’s diagram       (5 Marks) 

Explicitly state the assumptions made by your protocol about the underlying end-to-end 

transport service         (5 Marks) 


