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QUESTION ONE (30 MARKS) 

ACS Code of Professional Conduct  

In May 2013, Edward Snowden, a former employee of the National Security Agency (NSA) 

contractor Boaz Allen Hamilton, leaked sensitive national security-related material both to 

Washington Post and The Guardian. The leaked reports revetotheed that the NSA used at 

least three Internet surveillance programs, known internally as Tempora, PRISM, and 

XKeyscore. The reports also revealed that the NSA collected "metadata" from telephone 

communications that it had intercepted both in the United States and Europe. Many of 

Snowden 's critics have since claimed that the sheer scale of the material involved in this 

incident makes it the "most significant leak” in US history. Whereas some of Snowden's 

critics have described him as a dissident and a "Traitor" (who has also caused grave damage 

to US intelligence capabilities), at least some of his defenders view him as a "hero" and a 

“patriot” (in part, at least, because I know they believe that Snowden 's disclosure showed 

how the US government had gone too far in its surveillance practices on its own citizens as 

well as on many of the leaders of closeand allied nations). 

a. What is the action in this case study that is raising an ethical issue? (4 marks) 

b. What is wrong with the action (from an ethical point of view)? (4 marks) 

c. Who is responsible for that action? (4 marks) 

d. Who is affected by that action? (4 marks) 
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e. What is the effect of that action on the person affected?    (4 marks) 

f. Which of the following values of the ACS Code are relevant to the above case study?

           (5 marks) 

g. How the values you identified are relevant to the above case study?  (5 marks) 

The values of the ACS Code are:  

1. The Primacy of the Public Interest.  

2. The Enhancement of Quality of Life 

3. Honesty.  

4. Competence 

5. Professional Development 

6. Professionalism 

 

QUESTION TWO (20 MARKS) 

a) As a chief IT security officer in company ABC, List any four examples of functional 

policies that you would enact to enhance information professionalism  (6 Marks) 

b) In computer ethics state and briefly explain the four primary issues that IT 

professionals must address        (8 Marks) 

c) In the digital age protection of intellectual property rights is core to the success of the 

organization since it gives the organization the competitive edge. 

i. Briefly explain what is meant by intellectual property   (2 Mark) 

ii.  State four ways that intellectual property is protected   (4 Marks) 

 

QUESTION THREE (20 MARKS) 

a) Discuss three major ethical and moral issues raised by information systems  (6 Marks) 

b) Strategic information systems have some ethical and social implications. Describe these 

implications.          (8 Marks) 

c) Outline any five Information Technology Ethical Challenges that the ICT professionals 

need to address as they perform their duties      (6 Marks) 

 

QUESTION FOUR (20 MARKS) 

a) State and briefly explain the basic concepts that form the underpinning process of an 

ethical analysis of information systems and those who manage them   (8 Marks) 
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b) Assume you are a system administrator of company XYZ and you have faced with an 

ethical dilemma. Describe the process for analyzing ethical dilemmas in order to make an 

ethical decision          (5 Marks) 

c) Highlight any three technological solutions to Privacy Invasion on the Web applications 

           (3 Marks) 

d) Define the following terms as used in IT professional ethics    (4 Marks) 

i. Policy 

ii.  Guidelines 

iii.  Procedures 

iv. Standards 

 

QUESTION FIVE (20 MARKS) 

a) State any four international standards and regulations that used to enhance the code of 

conduct by the ICT professionals       (8 Marks) 

b) The United States Federal Trade Commission's (FTCs) fair information practice 

principles (FIPPs) are guidelines that represent widely accepted concepts concerning fair 

information practice in an electronic marketplace. Using a diagram explain the five core 

principles of FTC fair information practices      (5 Marks) 

c) In relation to ethical and legal issue Due Care, Due Diligence and Jurisdiction are 

organizational responsibilities in promoting fairness and justice in the society. Briefly 

explain what is meant by the terms Due Care, Due Diligence and Jurisdiction  (3 Marks) 

d) State any four types of Law that are used to promote professional ethics  (4 Marks) 

 


