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Instructions: 

Answer Question One and any other Two. 
 

 
 

Question One (30 Marks) – Compulsory 

a) Define the term Internet of Things(IoTs) and outline any two characteristics of it  
          (3 Marks) 

b) IoTs have had significant impact on energy systems across the globe. Describe two 
integrations that have been greatly impacted by the IoTs in the energy sector  

(4 Marks) 
c) Outline any three distinguishing characteristics of IoTs from the ‘Traditional Internet’ 

          (3 Marks) 
d) Bico Logistics Company seeks to adopt the use of IoTs in their operations. You have 

been hired to conduct a feasibility study for them. Describe any four logistical areas that 
you would include in your report to guide Bico Company in their logistics (4 Marks) 
 

e) Image sensors are commonly found in digital cameras and modules, medical imaging and 
night vision equipment. Outline the following two main types of sensors used in various 
devices; 

a. Charge coupled Devices (CCD)     (2 Marks) 
b. CMOS Sensors       (2 Marks) 



f) IoTs software addresses key areas of networking and action through platforms, embedded 
systems and middleware. Using appropriate examples, outline the role of software in each 
of the following IoT tasks: 

a. Data Collection       (2 Marks) 
b. Device Integration       (2 Marks) 

g) Cloud domains are among the three main IoT domain architectures. However, it is faced 
with a number of security challenges.  

a. As a security and forensics student, explain how you would perpetuate each of the 
following attacks; 

a) Hidden-Channel Attack    (2 Marks) 
b) VM migration attack      (2 Marks) 

ii.  For each of the above attacks, explain two potential counter-measures   
         (4 Marks) 

 

Question Two (20 Marks) 

a) Using appropriate illustrations, explain each of the following communication models as 
used in IoTs;  

i. Device to Device       (2 Marks) 
ii.  Device to Cloud       (2 Marks) 
iii.  Device to Gateway       (2 Marks) 
iv. Back-End Data Sharing      (2 Marks) 

b) One of the anticipated IoT challenge was the addressing using IP addresses. In its design, 
the IPv4 can support a maximum of 4,294,967,296 (232) devices. IPv6 has been proposed 
as the potential remedy to this problem. However, its adoption has not been widely 
implemented. 

i. Using an example, describe the IPv6 and calculate the number of devices it can 
support        (3 Marks) 

ii.  In your opinion, discuss the causes of slow implementation of the IPv6 in actual 
networks        (5 Marks) 

c) Using a well labeled diagram, explain the Internet of Things (IoT) value loop   
          (4 Marks) 

Question Three (20 Marks) 

a) You are part of the national debate on whether the country should adopt IoT in its 
ministries. To aid in exploring both sides of the debate, you are requested to oppose the 
motion using facts why it is not right to implement IoT. Outline some of the key 
issues/challenges that you would highlight in the debate   (6 Marks) 

b) “The IoT reference model provides the highest abstraction level for the definition of the 
architecture of IoTs”. With  reference to management and security, elaborate the 
statement         (6 Marks) 



c) The existence of IoTs can be viewed as an integration and evolvement of various 
computing paradigms. Using appropriate examples, define and explain the place of each 
of the following in regard to IoTs; 

i. Edge Computing       (3 Marks) 
ii.  Fog Computing       (3 Marks) 
iii.  Cloud Computing       (2 Marks) 

 

Question Four (20 Marks) 

d) Meru county government intends to implement a Smart City. You have been identified as 
a lead member of the development team. The first task involves identification of the 
expected architectural requirements. 

i.  Discuss some of the functional and non-functional requirements that you would 
include in your report       (10 Marks) 

ii.  Outline any five hardware requirements that you enlist to achieve the dream of a 
smart city        (5 Marks) 

iii.  Describe any five software the project may need when implementing the project 
         (5 Marks) 

Question Five (20 Marks) 

a) Explain how IoT can be used in each of the following application areas; 
a. Health         (2 Marks) 
b. Manufacturing Industry      (2 Marks) 
c. Business        (2 Marks) 

b) Developing a successful IoT application is still not an easy task because of a myriad of 
challenges. Identify and explain any three potential IoT challenges  (6 Marks) 

c) Even though IoT devices rely heavily on the Internet, the traditional networks are not best 
suited for the low power multi-hop networking in IoT due to their overhead which led to 
the creation of various protocols. Outline any four protocols that support IoTs  
          (8 Marks) 
 


