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COMPUTER SCIENCE   main 

BACHELOR OF SCIENCE IN COMPUTER SECURITY AND FORENSICS YEAR 3 SEMESTER 2 

CCF 3353 COMPUTER FORENSIC AND SECURITY II 

 

INSTRUCTIONS 

• Answer question ONE and any other TWO questions 

 

QUESTION 1 (30 MARKS) COMPULSORY 

a) Differentiate the terms as used in forensic science: (6 Marks) 

i. Forensic Image and Digital forensic 

ii. Chain of Custody and Order of Volatility 

iii. Live acquisition and post mortem acquisition 

b) Outline the basic steps of the forensic investigation process. (6 Marks) 

c) State and briefly explain any three factors that affect back-up digital evidence (6 Marks) 

d) Describe any three basic scientific principles for the forensic investigation process. (6 Marks) 

e) Cell phones and mobile devices have often been used in committing crimes. What are the two main concerns in 

the search and seizure procedures for cell phones and mobile devices? Give reasons for these concerns.(4 Marks) 

f) What are the two main benefits of professional forensics methodology? (2 Marks) 

QUESTION 2 (20 MARKS) 

a) In order to maintain the integrity of evidence, the claim of custody procedures must be strictly observed. 

Describe THREE (3) of the chain of custody procedures. (6 Marks) 

b) State and briefly explain the commands used in sleuthkit forensic tool. (10 Marks) 

c) Explain the special needs of evidential authentication in forensic science (4 Marks) 

QUESTION 3 (20 MARKS) 

a) You are given a hard disk belonging to a suspected criminal. Explain the complete steps to make 

forensic copy of the hard disk. The steps should start immediately after you have received the suspected 

criminal hard disk. Do not forget to include the steps for change of custodian procedure and case 

documentation.    (8 Marks) 

b) Describe how data backup and recovery is done in computer forensics (6 Marks) 

c) Discuss the process of seizing of digital evidence at the scene (6 Marks) 

QUESTION 4 (20 MARKS) 

a) dd is a tool that can be used for memory acquisition during live forensics.How do we use dd to dump the 

memory and what are the problems we face with this technique? (5 Marks) 
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b) Describe the constraints and dangers of live forensics.  (5 Marks) 

c) Identify the different data acquisition methods we use in digital forensics. (5 Marks) 

d) State any five different types of volatile evidence. (5 Marks) 

QUESTION 5 (20 Marks) 

a) In the context of digital forensic analysis, explain the following terms: 

i. Alternate Data Streams (5 Marks) 

ii. Steganography (5 Marks) 

b) Explain with appropriate examples how to identify an Alternate datastream on an NTFS system. (5 

Marks) 

c) Making a bit-stream image is simple in theory, but the accuracy of thebackup must meet evidence 

standards. 

i. How do we verify the accuracy of a bit stream copy? (3 Marks) 

ii. Name and explain a hashing technique used for verification.  (2 Marks) 


