
DIPLOMA IN INFORMATION TECHNOLOGY 

MERU UNIVERSITY OF SCIENCE AND TECHNOLOGY. 

CIT 2300: STAGE 5 2019/2020 

 ADVANCED COMPUTER SUPPORT AND MAINTENCE 

DECEMBER 2019. 

QUESTION ONE – 30 MARKS 

a. Explain two components inside the computer case that keep a processor cool?    (4 marks) 
b. Differentiate between a virus and a worm in computer security.                           (2 marks)  
c. List four preventive mechanism that should be taken into account to prevent electrostatic 

discharge damage on computer components.                                                         (4 marks) 
d. List four advantages of Unified Extensible Firmware Interface (UEFI) over Basic Input 

Output System.                                                                                                       (4 marks) 
e. List two features of a PDA.                                                                                  ( 2 marks)                                                                                  
f. Write the following abbreviations in full:                                                              (2 marks)  

i. CMOS 
ii. POST 

g. Differentiate between multitasking and multiprocessing.           (2 marks) 
h. What is a docking station?                                                                                      (2 marks) 
i. Explain four interfaces used by modern computers to connect to printers.           (4 marks) 
j. As an IT technician you should be professional in communication with customers. State 

two proper etiquette you are expected to portray.                                                  (2 marks) 
k. Differentiate between half duplex and full duplex modes of data transmission.   (2 marks) 

 

QUESTION TWO – 20 MARKS 

a. The OSI model provide a common way of describing network protocols. Name the OSI 
model layers from top to bottom.              (6 marks) 

b. List five components found in a laser printer                                                         (5 marks) 
c. The value of physical equipment is often far less than the value of the data it contains. To 

protect data, there are several methods of security protection that can be implemented. 
List and explain five methods that can be used to protect data.        (5 marks) 

d. Write the following abbreviations in full (4 marks). 

i. POST 

ii. SCSI 



iii. DNS 

iv. ACPI 

 
QUESTION THREE – 20 MARKS 

a. SOFTECH is a private enterprise that designs products that can be sold out or used 
internally within the company. SOFTECH has approached you for an advice on any three 
factors to consider when designing and developing their operating systems for sale. 
Advise them accordingly.               (6 marks) 

b. Define the term social engineering and list four measures that a company or an individual 
can put in place to protect against social engineering.                  (6 marks) 

c. You are a network administrator of newly started company and you have been tasked to 
design and implement a network for the main office. The company has four department; 
administrators, accounting, sales and IT staffs. You have been allocated a class C IP 
address 192.168.1.0/24. Subnet the network address into four subnets for each 
department and calculate the following.             (8 marks) 

i. Network address for each department. 
ii. The number of usable host addresses for each department. 

iii. Broadcast address for each department. 
 

 
 
 
QUESTION FOUR – 20 MARKS 

a. TELSA is all rounded company with its main office in Nairobi Kenya. You have been 
hired as an IT support to handle customer complains as well as troubleshooting daily 
computer problems in the main office. Briefly explain how you can apply good 
communication skills to handle the following kind of customers.                       (5 marks) 

i. Talkative customers 
ii. Rude customers 

iii. Angry customers 
iv. Knowledgeable customers 
v. Inexperienced customers 

b. Differentiate between the following CPU architectures RISC and CISC.             (4 marks) 
c. Distinguish between:                            (4 Marks) 

i. ROM and RAM 
ii. SATA cable and PATA cable 

d. Name two benefits of preventive maintenance.            (2 marks) 
e. A Meru University Bachelor of Commerce student has applied for the government 

Wezesha laptop initiative; she is confused on the type and model of the laptop to procure. 



As an IT student name giving example 5 basic specification you could recommend her to 

consider before procuring the laptop. (5 marks) 

 
 
QUESTION FIVE – 20 MARKS 

a. With the aid of diagrams illustrate the following types of topologies.         (8 Marks) 
i. Bus 

ii. Star 
iii. Ring 
iv. Mesh 

b. Briefly explain the following TCP/IP attacks:            (8 marks) 
i. SYN flood attack 

ii. DOS attack 
iii. DDos Attack 
iv. Spoofing 
v. Man in the middle attack 

vi. DNS poisoning 
vii. Replay attack 

viii. SQL injection 
c. List four computer symptoms that indicate a faulty power supply.           (4 marks) 

 
 


