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INSTRUCTIONS:  Answer question one and any other two questions. 
 

QUESTION ONE (30 MARKS) 

a) Describe each of the following types of hard disk interfaces:    (4 Marks) 

i. IDE           

ii. SATA 

b) Janice intends to use a USB port instead of parallel port to connect peripheral devise to her 

computer. Outline four advantages of USB port that could be influencing her choice.  (4 Marks) 

c) Explain two circumstances under which a computer user would use a wireless printer connection.

            (4 Marks) 

d) Sarah noted that some of her documents in her computer were encrypted and she was forced to 

pay a certain fee through internet to decrypt her files. 

i. Identify this type of attack       (1 Mark) 

ii. Outline four possible cause for the attack identified in (i).   (4 Marks) 

e)  Amina was required to replace a faulty RAM chip in a computer. Outline four precautions that 

she could observe in order to accomplish the task.     (4 Marks)  

f) What are some of the safety precautions you need to do to reduce the risk of ESD damage? 

            (3 Marks) 

g) With the aid of a diagrams illustrate the following types of topologies.   (4 Marks) 

i. Ring  
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ii. Star  

h) Differentiate between an EPROM and EEPROM.     (2 Marks) 

QUESTION TWO (20 MARKS) 

a) The following are components found within Computer Power supply and motherboard electronic 

circuitry. Complete the table below as indicated.      (6 Marks) 

Component  Component Function  symbol 

Transformer    

Diodes    

Resistors    

b) Joe realized on his personal desktop that there was not display received from the VGA card 

despite all other system components functioning well.      

i. Discuss two possible faults with the system and relevant solutions   (2 Marks) 

ii. Give two possible causes for the faults mentioned above.   (2 Marks) 

c) Differentiate between half duplex and full duplex modes of data transmission.  (2 Marks) 

d) List four advantages of Unified Extensible Firmware Interface (UEFI) over Basic Input Output 

System.           (4 Marks) 

e) Explain two purpose of preventive maintenance.      (2 Marks) 

QUESTION THREE (20 MARKS) 

a) Describe the main components of a computer system board.    (5 Marks) 

b) The OSI model provide a common way of describing network protocols. Explain the OSI model 

layers from top to bottom.         (7 Marks) 

c) TELSA is all rounded company with its main office in Nairobi Kenya. You have been hired as 

an IT support to handle customer complains as well as troubleshooting daily computer problems 

in the main office. Briefly explain how you can apply good communication skills to handle the 

following kind of customers.        (5 Marks) 

i. Talkative customers 

ii. Rude customers  

iii. Angry customers 
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iv. Knowledgeable customers 

v. Inexperienced customers 

d) List three features of a laptop.        (3 Marks) 

QUESTION FOUR (20 MARKS) 

a) Discuss four factors one would consider before purchasing a computer for official use.(4 Marks) 

b) Write the following abbreviations in full       (4 Marks) 

i. POST 

ii. SCSI 

iii. DNS 

iv. ACPI 

c) Explain four benefits of networking computer devices.     (4 Marks) 

d) SOFTECH is a private enterprise that designs products that can be sold out or used internally 

within the company. SOFTECH has approached you for an advice on any three factors to 

consider when designing and developing their operating systems for sale. Advise them 

accordingly.          (6 Marks) 

e) Explain the main difference between the following types of memories.   ( 2 Marks) 

i. RAM 

ii. ROM           

 QUESTION FIVE (20 MARKS) 

a. You are a network administrator of newly started company and you have been tasked to design 

and implement a network for the main office. The company has four department; 

administrators, accounting, sales and IT staffs. You have been allocated a class C IP address 

192.168.1.0/24. Subnet the network address into four subnets for each department and 

calculate the following: 

i. Network address for each department.      (3 Marks) 

ii. The number of usable host addresses for each department.   (2 Marks) 

iii. Broadcast address for each department.      (3 Marks) 

b. What assets require protection? What are the possible threats? What should be done in the 

event of a security breach? These are some of the questions that come in place when writing 
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a security policy. Outline six elements that should be included in security policy in order to 

answer the above questions.        (6 Marks) 

c. Explain three characteristics of an operating system     (6 Marks)  

 


