
Networking Essentials 

Unit Code: CIT 2110  

 

Instructions 

Answer Question 1 and any other 2 questions (Total 60 Marks) 

 

Question 1 (30 Marks) 

i) . Explain the meaning  the following terms as used in network  

a) Firewall (2 Marks) 

b) Switch (2 Marks) 

c) CIA (2 Marks) 

d) TCP/IP (2 Marks) 

e) UTP (2 Marks) 

 

 

ii) Networks have impacted nearly every sphere of human life today. Briefly explain 3 common 

areas of human life that networks are being put in practical use (6 Marks) 

 

iii) List and explain the functions of 2 networking tools you would use to design a simple home 

network (4 Marks) 

 

iv) Given 10 computers distributed in 2 different building in a university campus, design a 

network plan making use of the following network devises;  switch, firewall, wireless media, 

wired media, server (6 Marks) 

 

v) Briefly explain the meaning of the following network elements (4 Marks) 

 

a) Rules 

b) Devices 

c) Message 

d) Medium 

Question 2 (15 Marks) 

i) Using an illustrated diagram, explain the functioning of the OSI model  (6 Marks) 

ii) Explain the difference between Static and Dynamic IP addressing schemes (2 Marks) 



iii) Given a small office network comprising of 5 computers and a LAN printer, using a simple 

diagram develop an IP address scheme that would be applicable for efficient communication (5 

Marks) 

iv) Give 2 examples of cables that are commonly used for communication networks (2 Marks) 

 

Question 3 (15 Marks) 

i) Briefly explain what is a DOS attack and how it can be prevented in a network environment 

(3 Marks) 

ii) Using diagrams describe 3 types of common network topologies ( 6 Marks) 

iii) Explain the meaning of the following network attributes 

a) Fault Tolerance (2 Marks) 

b) Scalability (2 Marks) 

c) Quality of Service (2 Marks) 

Question 4 (15 Marks) 

i) Describe 4 types of network security threats and how they can be prevented  ( 4 Marks) 

ii) Briefly explain 4 main benefits of using the layered model (4 Marks) 

iii) Analyze the role of the following layers of the OSI protocol model (6 Marks) 

a. Session layer  

b. Presentation 

c. Application layer 

 

iv) Below is a networking device. Identify and state its role in a network (1 Mark) 

 


