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ANSWER QUESTION ONE AND ANY OTHER TWO QUESTIONS 

QUESTION ONE 

a. Explain the following terms as used in operating system security (4mks) 

a. authentication 

b. Access control 

b. Distinguish between        (9mks) 

a. Type 1 and type 2 virtualization 

b. Fire wall and honeypot  

c. User mode and kernel mode 

c. Explain five advantages of virtualization in a computer operating system  (4mks) 

d. The proliferation of mobile devices has introduced new challenges in operating system 

security. Explain five features used in evaluating mobile platforms  (5mks) 

e. Explain the following structure of operating system    (8mks) 

a. monolithic 

b. virtualization 

QUESTION TWO 

The HTTP services on the Windows Server 2003 used for the company's Web site are going 

down two or three times a month and no one knows why. In terms of troubleshooting this 

problem from the perspective of security,  

a. Explain four techniques the system administrator can adopt in hardening this system (8mks) 

b. Explain how security misconfigurations occur      (8mks). 

c. Explain the need of security configuration management   (4mks) 

QUESTION THREE 

ZZZ is a family-run company and one of the recommendations after the last financial audit was 

to implement security on all of the client and server systems. The company president is not 

convinced of the need for security and in fact still does not lock his home at night. 

a. Explain to him why his company needs to implement security on the client and server 

systems as well as on the network      (8mks) 

b. Explain the mechanisms he can adopt to offer operating system security (8mks) 

c. Explain the types of attacks on operating systems and networks  (4mks) 



QUESTION FOUR 

An organization should conduct security audit in operating system regularly, especially when 

there are multiple users using it or when the system is part of a company’s network 

a. Explain the benefits of operating system audit to an organization  (5mks)    

b. Explain the security parameters that can be evaluated in an operating system  (5mks) 

c. Explain the contents of security policy in operating system    (10mks) 

 
QUESTION FIVE 

a. Define the following terms as applied in operating system security  (4mks) 

a. Configuration management 

b. Base line survey 

b. Explain the service offered by a configuration management product  (8mks) 

c. Evaluate the security features in windows and Linux operating system (8mks) 

 

 
 


