
CCF 3151 INFORMATION SECURITY, THREATS, ATTACKS AND DEFENSES 

BCSF year one Semester one 

QUESTION ONE 

a) Discuss the following attacks are performed      (6 Marks) 

i. DOS 

ii. DNS poisoning 

iii. Cross site scripting 

b) Give a brief discussion on what you understand on industrial espionage   (3 marks) 

c) Discuss how SSl protect web users  (3 Marks) 

d) Discuss any two attacks on cryptosystems and show any defense mechanism that are available (6 Marks) 

e) Discuss any five malware and show the defense mechanisms that are available for each. (5 Marks) 

f) Discuss any five threats that operating systems are facing and suggest the defense method for each  

         (5 Marks) 

g) Define the following terms        (2 Marks) 

i. Threat 

ii. vulnerability 

QUESTION TWO 

a) Knowing where to begin with system security can be daunting for those new to security. To keep it simple 
and easy to remember, the stages of assessing a system’s security can be separated into the six Ps: 
Discuss these six Ps     (6 Marks) 
 

b) The only way to be sure your network is secure is to actually check for vulnerabilities and flaws. Duscuss 
any three tools that can help you in doing so    (6 Marks) 
 

c) Discuss how firewall provides defense mechanism against external threats  (2 Marks) 
 

d) Giving suitable examples, discuss the following threats to information systems (6 Marks) 
 

i. Technical Hardware Failures or Errors 
ii. information Extortion 
iii. forces of nature 

e) Discuss what Keylogger showing how it exploit a Web Application  (4 Marks) 
 
QUESTION THREE 

a) Discuss the types of common DoS threats:      (6 Marks) 

i. Ping of Death 

ii. SYN Flood Attack 

iii. Packet fragmentation and reassembly 

 



a) Discuss in details how the following attacks are performed on window operating systems 

i. Net User Script     (5 Marks) 
 

ii. Pass the Hash    (5 Marks) 
b) Discuss how honeyport helps in dealing with security attacks  (4 Marks) 

QUESTION FOUR 

b) Intrunion Detection Systems is one of the defense mechanism use to detect attempts to circumnavent 

security measures. Discuss the types of IDS used in this case (6 Marks) 

c) Open ports are threats to network security. Discuss how a window network administrator can deal with this 

threat ( 6 marks) 

b) Discuss the following types of access attacks (8 Marks) 

i. Password attacks 

ii. Trust exploitation 

iii. Port redirection 

iv. Man-in-the-middle attacks 

 

QUESTION FIVE 

a) Penetration testing is a methodical probing of a target network in order to identify weaknesses in the 

network. Describe the four phases in involved in security assessments  (8 Marks) 

 

b) Discuss the following Distributed Denial of Service attacks    (6 Marks) 

i. Smurf 

ii. Tribe Flood Network (TFN) 

iii.  Stacheldraht 

d) Discuss the following threats         (2Marks) 

i. Trojan Horse 

ii. Worm 

iii. Rootkit 

iv. Ransomware 

c) Discuss what you understand by the term eavesdropping  and show how protocol Analyzer tool can help the 

attacker perform this act      (4 Marks) 


