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FOURTH YEAR SECOND SEMESTER EXAMINATION FOR THE DEGREE OF 
BACHELOR OF COMPUTER TECHNOLOGY, BACHELOR OF COMPUTER SCIENCE 

AND BACHELOR OF INFORMATION TECHNOLOGY 
 

CIT 3451 PROFESSIONAL AND ETHICAL ISSUES IN COMPUTING    
 

DATE: SEPTEMBER 2018                                                                                    TIME: 2 HOURS 
 
INSTRUCTIONS: Answer question one and any other two questions 
 

QUESTION ONE (30 MARKS) 

a) Differentiate between the following:       (10 marks) 

i. Phishing and pharming  

ii. Civil law and criminal law 

iii.  Tribunals and arbitration  

iv. Ownership and possession 

v. Theft and fraud 

b) Explain two types of terms in contracts      (4 marks) 

c) Explain two types of exemption clause      (4 marks) 

d) Discuss three issues addressed by computer programs regulations  (6 marks) 

e) Discuss limitations to the law of negligence      (6 marks) 

      QUESTION TWO (20 MARKS) 

a) Explain how ethical problems arise in computing     (10 marks) 
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b) Explain two types of work produced using a computer that CDPA distinguishes  

(4 marks) 

c) Explain remedies for copyright infringement     (6 marks) 

QUESTION THREE (20 MARKS) 

a) Describe the system courts of the United Kingdom     (12 marks) 

b) Discus four types of intellectual property protection     (8 marks) 

QUESTION FOUR (20 MARKS) 

a) Explain two main approaches to ethical issues    (4 marks) 

b) Explain three new offences introduced by the Computer Misuse Act 1990 (6 marks) 

c) Explain the problems of monitoring employees    (4 marks) 

d) Explain the following aspects of the licence agreement:    (6 marks) 

i. Duration  

ii. Transferral  

iii.  Scope  

      QUESTION FIVE (20 MARKS) 

      Read the case below and answer the following questions: 

      A group of civil engineers are invoked in a major construction project, and have duties that             

include liaison with architects and builders, to whom they recommend appropriate 

structural materials’ for different parts of the building. The major tool they use to provide 

this advice is a program that calculates stress analysis using plans from a CAD package, 

and a small expert system which contains expertise on the physical properties of building 

materials such as different kinds of steel, ducting, concrete and insulation  

 

      The stress analysis system has a bug that produces arithmetic errors in some calculations. 

The engineers do not notice the odd values produced by the system and these values are 

used as a basis for the new building. In any case, the calculations cannot be checked by 

other means because they are too complex, too numerous and the project deadlines are 

pressing. In selling the package to engineers and architects, the developers of the system 

have promoted it as being the safest and most reliable system in the world 
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      The expert system used in the package also contains incorrect information. Specifically, 

the steel used in parts of the building is an alloy that has very good corrosion properties at 

the cost of a slightly diminished strength. The expert from whom the expert system was 

constructed did not fully understand the difference in strength with this particular alloy, 

and hence this factor is not taken into account when calculating the stresses to which the 

building will be subjected  

 

      Half way through the construction process, the building is unable to support the loads 

being placed upon it and a crane on the uppermost floor crashes through the lower floors 

killing two workmen. An analyst of the disaster shows that the arithmetic bug and the 

misunderstanding of the strength of the steel essentially interacted to bring about the 

failure. That is, had more conventional materials been used then the errors in the 

calculations would not have been of any consequence, but when combined with the 

weaker structural properties of the steel used, the calculations were totally inappropriate 

      Who has the greatest moral and ethical responsibility for the accident?   (4 marks) 

      Two parties could consider suing for damages here; the property developer whose building 

has collapsed, and the families of the dead workmen 

a)  Under what conditions could these two parties sue, and who would be liable? (4 marks) 

b) What is the potential liability under:         (12 marks) 

i. Contract law  

ii. Negligence  

iii.  Negligent misstatement and  

iv. Product liability  

c) Describe the pillars of professionalism      (3 marks) 

d) Describe the remedies of breaching a contract     (3 marks) 

 


