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INSTRUCTIONS:  Answer question one and any other two questions 

      

 

QUESTION ONE (30 MARKS) 

a) Who owns the data dictionary in Linux?        (1 Mark) 

b) What is VPN?           (1 Mark) 

c) Describe any TWO commands that can be used in system monitoring.    (3 Marks) 

d) You suspect that you have two commands with the same name as the command is not producing the 

expected results. What command can you use to determine the location of the command being run? 

Explain.           (2 Marks) 

e) You routinely compress old log files. You now need to examine a log from two months ago. In 

order to view its contents without first having to decompress it, which Linux utility should you use? 

Explain.           (2 Marks) 

f) State and explain any TWO precautions which should be taken when installing Network Interface 

Cards (NICs)          (3 Marks) 
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g) Define the following NAT terms: 

i) Inside Local Address         (1 Mark) 

ii)  Inside Global Address         (1 Mark) 

iii)  Outside Local Address         (1 Mark) 

iv) Outside Global Address        (1 Mark) 

h) State the purpose of the following commands as used in NAT configurations 

Router (config)# ipnat inside source static 10.14.34.21 171.69.68.11  (2 Marks) 

i) What is SNMP? How is it different from DHCP?      (4 Marks) 

j) Explain the difference between L2TP’s LAC and LSN.      (4 Marks) 

k) What is a tunnel?           (2 Marks) 

l) What is 'inode'?           (2 Marks) 

 

QUESTION TWO (20 MARKS) 

a) What is network security policy?         (2 Marks) 

b) Explain why the following statements are considered common network security policy 

misconceptions? 

i) "The goal of network security is to secure the network" (or "the computers"). (2 Marks) 

ii)  "Security policies must be long and complex."     (2 Marks) 

iii)  "Security policies have to be nearly perfect, or 100% complete."   (2 Marks) 

iv) "Security policies only have to be written once."     (2 Marks) 

 

c) Not long after joining Facebook, Brad Dinermanreceived a message from a Facebook friend who 

had just created a list called “Twenty Things You Didn’t Know About Me.” He was then invited to 

read it, create one for himself and then notify others in turn. The list had questions he needed to 

answer so that his friends could learn a little bit more about him.  He decided to give this a try and 

the following are some of the items he was supposed to answer:  

 What is the name of your first elementary school? 

 What is your favorite pet’s name? 

Using Brad Dinerman’s experiences discuss social networks major security concerns.  (8 Marks) 
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d) What additional functionality does IPSec offer an L2TP implementation?   (2 Marks) 

 

QUESTION THREE (20 MARKS) 

a) Describe the process of sending and retrieving electronic mail highlighting the major components 

involved in that process.          (8 Marks) 

b) Not many organizations run on Linux despite its numerous advantages. Compare the Linux 

operating system against the Windows operating systems, citing the advantages and disadvantages 

in each. Using your analysis recommend an OS to be used by a new university recently opened in 

Lamu.            (12 Marks) 

 

QUESTION FOUR (20 MARKS) 

a) What are the main features to consider when selecting a Network Operating System (NOS). 

(3 Marks) 

b) Differentiate between loading and linking as used in Operating Systems.   (4 Marks) 

c) How is Linux different from other Operating Systems?      (3 Marks) 

d) Briefly describe the Unix Kernel.        (4 Marks) 

e) Whether you want to secure a car, a home, a nation, or a computer network, a general knowledge of 

who the potential enemies are and how they work is essential. Identify THREE enemies to 

computer networks and their security threats.      (6 Marks) 

 

QUESTION FIVE (20 MARKS) 

a) “Using NAT, individual companies can address some or all of their hosts with private addresses and 

use NAT to provide access to the Internet.” Discuss this statement.    (5 Marks) 

b) Discuss the structure of any TWO types of VPNs      (4 Marks) 

c) Highlight VPN quality of service considerations.      (3 Marks) 

d) A new Linux user executed the following command 

debian:~# ls -la /home/jblogs 
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This command gave the following output 

 

drwxr-xr-x 2 jblogs users 4096 Mar 12 05:58 . 

drwxrwsr-x 4 root staff 4096 Mar 12 05:58 .. 

-rw-r--r-- 1 jblogs users 266 Mar 12 05:58 .alias 

 

As the Linux consultant you are expected to clear interpret the output to the new user so as to 

encourage him to work with Linux.        (8 Marks) 


